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Installation

Java base components

At first the Java base system (JDK) version 6.0 has to be installed. You can find a suitable
installation archive within the folder "Java" of the installation medium. Execute the installation
according to the statements of this installation archive. Please note, that a Java runtime environment
(JRE) is not sufficient for the operation of the APIS CARM NG. Previous versions of JDK or JRE
on your computer should be uninstalled, before the installation of the JDK version 6.0.

Database

For the data storage of the APIS CARM NG a relational database system is used (RDBMS). You
can find a suitable system in the folder "DB\MySQL" of the installation medium. For a simple
administration of the database system, apart from the actual database server (mysql-5.x.xx-
wind32.msi), also the administration interface (mysql-gui-tools-5.x-win32.msi) should be installed.

Application Server

A Java EE 5 compliant application server is included in the folder "AppServer" of the installation
medium. Execute the installation according to the statements of the installation routine. For the path
of the Java 2 SDK storing path, please choose the version of the JDK that you have been installing
beforehand. If you would like an automatic start of the APIS CARM NG server, you can let this
installation routine set up a Windows service.

You have now successfully installed all required base components.

Page 1



Configuration

Database

After successfully starting the MySQL database system, you can configure the database. If
necessary, check whether the database server is available, with using the services management of
the operating system. First start the administration interface "MySQL Administrator" and log in at
the database system as user "root". Then create a new database, e.g. "carm" via the menu entry
"Create New Schema" of the entry "Catalogs.

[:Jf; Backup
[_"_L:; Restore

"E-'“‘."f Catalogs E

Schemata
| O

1

| infe Edit Schema Fz

8 o Crop Schema Chrl+Del

. t Y Zopy CREATE statement to Clipboard  Chrl4+C

| tes
reate Mew Schema Ckrl+M J
_reate Mew Table Chrl+T
Zreate Mew Yiew CErlH-Y

l_ l_ Create Mew Procedure [ Funckion kel +F
E— Fovesh 5

After that, you should create a new user via the entry "User Administration" and assign him all
rights on the tab "Schema Privileges".

ﬁ Server Information : — =
= Ll=er Infu:-rmatu:unl Global Frivileges  Schema Privileges |
@ Service Control
@ Startup Warables "_,@ Schema Privileges azsigned ta the User
F
F‘a User g el Schemata Azzigned Frivileges
ﬁ Server Connections | & 1 SELECT
"*_J_'."'- Health - '_f IMSERT
e ) Eam L UPDATE
.:E.. Server Logs ; information',_schema L DELETE
g Replication Status | sl “¥1 CREATE
' | test | DROP
9 Back @
'-~L‘f ackup ] L GRANT
(g8 Restors § i REFEREMCES
"E-'."-Jf Catalogs : -—]: INDEX
“1L ALTER
L CREATE_TH...
I lozrs frmea ke nrk TARI
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Application Server

To enable the APIS CARM NG to access the database server, the database driver has to be

installed. To do this, copy the JDBC driver file (mysql-connector-java-5.x.x-bin.jar) from the folder
"DB\MySQL\MySQL Connector" of the installation medium into the "Lib" folder of the application
server installation (e.g. "C:\Sun\AppServer\lib") and the restart the application server. If you created
a Windows Service for the application server you can use the services manager of the operating
system as an alternative (Control Panel-> Adminitrative Tools — Services). Otherwise you can
simply use the corresponding entries in the Windows Start menu ("Stop standard server" / "Start
standard server"). All further configuration steps are made in the "Admin Console" of the
application server. Open it via the corresponding entry in the Start menu. After the log in with the
access data that you established during the installation, you can find detailed descriptions of
functions and configuration of the application server on the page "Common Tasks" under the point
"Documentation". Create a new connection pool with the button "New" under the point "Resources
> JDBC > Connection Pools".

Rezources = JOBC = Connection Poolz

Connection Pools

To =tore, organize, and retrieve data, most applications u=e relational databases. J2EE applica
application can accezs a database, it must get a connection.

@ @ Delete

| | JHDI Name 4 | Resource Type . | Datazource Classn

|_ __CallFlowPool javax.zqlxADataSource org.apache.derby jdb

Create a connection pool "MySQLPool".

Rezources = JODBC > Connection Pools

New JDBC Connection Pool (Step 1 of 2)

dentify the general =ettings for the connection pool.

General Settings

#

Hame: MySQLPool

Resource Type: | jayax =gl ConnectionPoolDataSource LI

Mu=t be =pecified if the datazource clazs implementz more than 1 of the interface.

Database Vendor: MySaL LI

In ,,Step 2 of 2 the login data for the database server have to be inserted.
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Additional Properties (3)

@ EJ [ Delete Properties

| | Hame 1 | Value

I Juser carm

[T |Password carm

|_ URL jdbc:myzgliflocalhost 3306/carm

Fill in the fields "User" and "Password" in the table "Additional Properties". The fields "URL" and
"Url" still need to be assigned to the right JDBC-URL. Use the following scheme to do this

"jdbe:mysql:/<Server>:3306/<Database>", e.g. "jdbc:mysql://localhost:3306/carm". Complete the
configuration with the button "Finish".

Now create a new JDBC-Resource with the name "jdbc/carmDB", clicking the button "New" under
the point "Resources > JDBC > JDBC-Resource.
Resources = JOBC = JDBC Resources

New JDBC Resource

Specify a unigue JNDI name that identifies the JOBC resource vou want to create. Name must contain only alphanumeric,

JHDI Name: " jdbcicarmDB

Pool Name: " MySQLPool j

Uze the JOBC Connection Pools page to create new pools

Description:

Status: [+ Enabled

You now successfully established connection to the database system.
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To enable users to access the APIS CARM NG Server, it is necessary to make security settings on
the application server. First you should acquaint yourself with the basic security settings. You can
find a description for this in the documentation of the application server. You can also find
advanced topics there, like e.g. the use of LDAP as log in area (LDAP-Realm). In simple cases you
can also use the file-based user administration.

Click the button "Manage User" under the point "Configuration > Security > Realms > file" to
access the user management.

Configuration = Security = RHealms = file

Edit Realm
Edit an exizsting =ecurity realm

anage users |

Hame: file

Then use the button "New" to create a new user.

Configuration = Security = Realms = file

File Users

Manage user accounts for the currently selected security realm.

| | User D | Group List
Then assign the user a password and a group membership.

Configuration = Security » Realmz > file

New File Realm User

Create new user accounts for the currently zelected security realm.

UserID # testlUzer
Name of a uzer to be granted access to thiz realm; name can be up to 25
underzcore, dazh, or dot characters

Group List Adming, Uzers
Separate multiple groups with commas

New Password * SREEEEE

Confirm New Password # [TTIITIY]
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APIS CARM NG Application module

Before the deployment of the APIS CARM NG application module several configuration steps have
to be executed. To do this, copy the content from the folder "APIS CARM NG" of the installation
medium into a folder on your local system or network, where you have writing access (deployment
folder). With the database update wizard you can create or update the structure of the database
(tables). Start the wizard in the folder "APIS CARM NG\DataMigrationWizard", which you copied
from the installation medium by double click on the file "DataMigrationWizard.jar". Use the button
"Choose CARM NG Application" to select the file "carm.ear" from the deployment folder, that you
created before.

BEApatabase Migration Wizard

1. Choose CARM NG Application (EAR File)

2. Configure database settings

rpending Changes

Clicking the button "Configure database settings" leads you to the dialog where the database can be
selected. First choose the JDBC driver file via the button "Choose". This resides in the folder
"DB\MySQL\MySQL Connector" of the installation medium. Then fill in all other fields of the
dialog and confirm your entries with "OK". The wizard the checks automatically, whether your
settings are correct and stores them for further use in the file "dbwizward.cfg" in the program
directory of the wizard.

gtunﬁgure Database Settings... x|

JDBC Driver  com.mysgljdbc. Driver Choose
Server |I|:u:alhl:|st
Port 13306

User |

|
|
Database |carm |
|
Password | |

0K Cancel
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Now you see the pending changes in the overview. Confirm the changes with the button
"Update".

rPending Changes

1249473523390-1 (Create Table)
1249473523390-2 (Create Table)
1249473523390-3 (Create Table)
1249473523390-4 (Create Table)
1249473523390-5 (Create Table)

1249473523390-6 (Creaf - pEaTE TABLE "DL (id" BIGINT MNOT MULL,
1249473523390-7 (Crea\ -crapTTIMESTAMP' DATETIME,
1249473523390.8 (Creal  7EsTANP: DATETIME.
1249473523390.9 (Creal gemuiCETYRE: INT

1249473523390-10 (Cre{ -pEGREEQFPROGRESS' INT,
1249473523390-11 (Cre]  yeRaOn: INT

1249473523390-12(Creq  pegopiPTION_jid BIGINT,
1243473523390-13(Creq  qyppoLICINFO_id" BIGINT,
1249473523390-14 (Cre] “FRIDGEID" BIGINT.
1249473523390-15 (Cre{ =T|0° BIGINT.

1249473523390-17 (Creq  ogTRAINT 'PK_DL' PRIMARY KEY (id):

ATTANATICVITION A ™ e- W LR

After a successful update of the database structure no pending changes are displayed anymore and
you can leave the wizard.

With the wizard for security settings you can now make the concluding assignment of the roles to
users or user groups. To do this, start the wizard in the folder "APIS CARM
NG\SecurityConfigWizard" with double click on the file "SecurityConfigWizard.jar". After
opening the file "carm.ear" from the deployment folder with the button "Load", the available roles
are displayed. Roles, which do not have any assignments to users or user groups yet, are marked in
red there.

A security Configuration Wizard

rRoles rUsers & Groups —
webAtAdmin IGUsers
webAtSuperuser

webAtUser

mmiBridgeUser

Thizs Role permits access from within the ARPIS 1Q-Client software.
I
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The APIS CARM NG application module uses the following roles:
*  webAtAdmin: All users, who have administrative access via web interface to the service
Action-Tracking on the server. This role permits unrestricted access (read and write) to all
data.

* webAtSuperuser: This role permits read access to all data and write access to the users' data.

* webAtUser: All users, who have only access to their own data of the Action-Tracking
service via web interface.

* webAtRemover: Is this role assigned, in addition to the roles mentioned obove, actions
modifieable by a user, can also be deleted.

* xmlBridgeUser: All users, who get access to the CARM NG Server via the [Q-Client
software.

* FitWsUser: All users, who get access to ,,CSS Functional Saftety to calculate failure rates
via the 1Q-Client software.

* FitWsAdmin: All users, who get access to ,,CSS Functional Saftety* to modify the method
of calculation via the IQ-Client software.

Now perform the assignment to the users or user groups via the context menu in the area "Users &
Groups" and store the settings in the file "carm.ear" in the deployment folder with the button
"Save".

E— _ioix

— rUsers & Groups
@' IGUsers

Add User
Add Group

Eclit

Delete

You now have prepared the APIS CARM NG application module for deployment.
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Deployment of the APIS CARM NG application module

Deploy module

The application module can be deployed via the "admin console" of the application server. Log in at
the "admin console" and start the deployment procedure by clicking the button "Deploy" under the
point "Applications > Enterprise Applications".

Applicationz = Enterprize Applications

Enterprise Applications

An enterprize application iz a JZEE application in an EAR (Enterprize £

Deployed Enterprise Applications (1)
E“; E_ Undeploy | | Enable | | Dizable

| | Name | Enabled

Now select the file "carm.ear" that you prepared in the deployment folder as "packaged file to be
uploaded to the server" and confirm your choice with the button "OK".

Applicationz = Enterprize Applications

Deploy Enterprise Applications/Modules

Specify the location of an application to deploy. Applications can be in packaged files such

Type: Enterprize Application E.ear};l

Location: & Packaged file to be uploaded to the server

Browse. ..

After successful deployment the APIS CARM NG application module is listed under the name
"carm".

Applicationz = Enterprize Applications

Enterprise Applications

An enterprize application iz a J2EE application in an EAR (Enterpriz¢

Deployed Enterprise Applications (1)
E‘ﬂ E— Undeploy | | Enable | | Dizable

| | Name | Enabled

r carm true

Page 9



Verify deployment

Messages for the deployment and for the operation of the APIS CARM NG Server can be found in
the file "server.log". This file resides in the folder "domains\domainI\logs" of the application server
installation, e.g. "C:\Sun\AppServer\domains\domain1\logs". To check whether the deployment was
successful, you can open the log in interface of the APIS CARM NG Server. To do this, go to the
URL of the web interface of the APIS CARM NG Server with a web browser. You can find that
under "". With standard settings, that is e.g. "http://localhost:8080/CarmNG".

/2 APIS Carm NG Server - Windows Internet Explorer I ]

% = IE http: ) lacalhast: 3030/ C armria)lagin, jsp j @ Ii‘ Google !

Fil= Edit View Favorites Tools Help

kﬁ! Fawvorites | i% a Suggested Sites E Free Hotmail @ Wb Slice Gallery -

R - [ mmn v Page~ Safety » Toos -+ @ i

E APIS Carm MG Server

° cARM NG SERVER

User Name: |
Password: |

_Logn |

www.apis.de www.apisgroup.com

[pone I_I_I_I_I_I_m Lacal intranet [va - [®m1s% -~ g

You now successfully deployed the APIS CARM NG application module.
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First steps with the APIS CARM NG Server

Log in
The log in is carried out in the web interface with user name and password. As source for the

authentication every log in domain (Realm) supported by the application server can be used. Further
information on this can be found in the documentation of the application server.

General Settings

Settings that refer to the whole APIS CARM NG Server, can be found in the navigation under
"General > Settings". The settings that have to be made there, are stored user related.

fj APIS Carm NG Server - Windows Internet Explorer 10| x|

G- |
o

e http:/flocalhost: 050/ CarmiG/Faces basefbaseSettings . chtml j @ 4| X IﬁGoogle B2~

File Edit ‘iew Favorites Tools  Help

E':Z Fawvorites | {.3 £ | Suggested Sites * @ | Free Hotmail £ | Web Slice Gallery ~

»
PEE APIS Carm MG Server

| F-?T ~ & - m = Page - Safety = Tools - I@Iv

AP S NG SERVER
\—J

Interface Language English ;l
Home Content Language | Englizh LI
Settings Resultz per Page 20 LI

Predefined Search
User-Defined Search
Seftings

Perzon Assignment
Motifications

Protocol

Dore l_l_l_l_l_l_ll‘_.j Local intranet [vq = [®m10s - 4
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CSA Action Tracking

Settings

Settings for this service can be made under "CSA Action Tracking > Settings". They can be stored
separately for each user. For security reasons, certain options can only be selected from users with
the role "webAtAdmin". This includes e.g. options, which affect the automatic user assignment.

,’_'.; APIS Carm NG Server - Windows Internet Explorer

< IoF
e

=1olx]

http:,l',l'localhost:BEIBEI,I'CarmNG,l'Faces,l'actiontrackjng,l'actiontrackingSettings.xhtj @ 2 (| X IﬁGoogle

ol

File

View  Favorites

Y:f Favarites | {.3 £ | Suggested Sites * @ | Free Hotmail £ | Web Slice Gallery ~

[
B

H APIS Carm MG Server

& < Q = ] éa = Page ~ Safety = Tools = -@w

>3

API1S
—

Home

Settings

Predefined Search
User-Defined Search
Seftings

Perzon Assignment
Motifications

Protocol

NG SERVER

Dizplayed Columns

|7 Action |7 Project

[v¥ Type [¥ Structure

|7 Deadling |7 System Element

[v State [v Function/Characteristic
|7 Responsible |7 Failure

Automatical Person Azssignment
|7 After Upload of Actions

|7 0n Logen of a User

Cone

[ Occurence
[ Detection
[ Supplementary Text

[ File

’— l_ l_ l_ l_ l_ |l:! Local inkranet

[vq = [®m10s - 4
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Person assignment

If no automatic person assignment according to the APIS 1Q-Client field "user" in the
administration for persons and teams shall be made, an assignment can be made with users of the
role "webAtAdmin".

Notifications

If the responsible person shall be notified per E-Mail automatically, the necessary settings can be
made under "CSA Action Tracking > Notifications". Modifications can only be made by users with
the role "webAtAdmin".

{j APIS Carm NG Server - Windows Internet Explorer i ] 5
@: e :': http: ) localhost: 3050 C armrG)Faces) actionkr ackinglemailMotification, <html j @ | X '-.l Google B
Fil= Edit View Favorites Tools Help
'i:\? Fawvorites | 'i;‘g € | Sunoested Sites @ | Free Hotmail € | Web Slice Gallery =
- — = »
[ AP1s Carm MG Server | | & = B - ] g=h - Page~ Safety - Toos - (@~
-
A P I 8 NG SERVER
Generaly
Home [T Notify Responsible Persons 7 + Days Before Deadline
Seftings
Motificati
Predefined Search oHticaton
Language English LI
User-Defined Search
Content Language English -
Settings LERE g —I
Perzon Azsignment
Notifications SMTP Settings
Protocol Seryer
Port
Sender E-Mail Addrezs
Server Needs Authentication I
User Name
Password
Test Notification to Receiver Send! |
Save |
Done [%3 Local intranst [va - [®m1s% -~ g
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Protocol

Changes of important settings are logged in a protocol. So it is traceable at any time, which changes
have been made by which user.

/2 APIS Carm NG Server - Windows Internet Explorer

=10l

% - IE hittp: ) flocalhost: 080/ CarmiG/faces actiontrackingfprotocol, xhtml j @ Ial Google H

File Edit ‘Wiew Favorites Tools  Help

< Favorites | 95 @] Suggested Sites » @] Free Hotmail @ | Web Slice Gallery =

E APIS Carm MG Server | |

ﬁ - - [ é = Page + Safety = Tools = 0' ?

—
AP TS {3 comne seaven

Informationstectnalogien GabH

03/05/2010 Logoff [ carm ]

C5A Action Tracking | Protocol

F-3
Cenersl e Protocol Entries
H
ome From | 19/04/2010 [@M 1o [oanszoo (@)
Settings
User Mot Specified =
CSA Action Tracking A
| CsActionTracking 4| ooy [ ot oo <
Predefined Search
User-Defined Search
Settings
Person Agsignment Start Search |
Notifications
# Protocol

l_l_l_l_l_l_m Local intranet R
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