P
* | |
.r‘-)!

API1S

Step by step

How to setup user login through
LDAP Server



Step 1

E |C-RM PRO - APIS Informationstechnologien GmbH [10000-30] - Personal Desktop — O

File Edit View Format Administration Editors CARM Server Consclidation | Tools Window Help
1 = E | ‘ 4= i/& =) | ﬂ % | ‘ ﬂg Mew = # Document settings...
Edit:l:lv | AA Av | B I H &- EE = | Workstation settings

Update template...
<Public= g -
| -::E Read template...

+ Personal Information Manager (PIM): Chcfg\AutoSave-20160616T141353 fme

Access rights...
Public  Private MLX

Select document language...

Translate...

Open " DOCU me"t Create a new document language...
settings " Delete document language...

Change reference language...

Forms/Reports

Parameters for classification calculation...

DOpens a dialog for the document settings
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Open an FME file and
the go to “Tools |
Document settings...”
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Step 2

B Document settings fir C:\cfg\AutoSave-20160616T141553.fme — O >
|| = L Administration w | Enter text to find Ok Apply

D“‘é“m”tl settings Administrator settings for the current document

— Genera

| Control Plan Changes here can only be made by the administrator.

— Functional Safety

— Catalog

— Person view

— Company logo C%ly persons who have been imported from the LOAF Interface can log on to the 10

— Notes are. When registering a person in the |Q software the authentication will be verified

[t overgie LDAP Interface.

Administration

Select the box
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Click on
“Administration’
and select the
box. Then click
“OK”
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Step 3

E IC-RM PRO - APIS Infoggadade mgicn GmbH [10000-50] - Personal Desktop - O x
File Edit View Fo prs  CARM Server  Consclidation  Tools  Window  Help
N = H | ProiccildefSgement. .. - 7 X ‘ % E% E | ‘gl ‘ ‘ 1/

FMEA Forms Management...
| Process Flow Management... ﬁ

| <Public= Centrel Plan Management...
- W mea P\ tkDSEE tmp €
Public ; E___ '::ir:safnd Persor'fs“ | ) 0pen "Teams and
o persons" in the Data o to the Data Vanager
Leorz:?;l:gymammn O ELEED PXdCrlr:?ri:iiQt?a?iT)n | Teams
Valuation catalogs ans persons”

Symbol Palettes

Risk matrices

Attributes and categories

User-defined strings

Machines

Inspection equipment

Assistant Rules

Opens the editor for management of teams and persons
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Step 4

par| TR PRO - APIS Informationstechnologien GmbH [10000-50] - Data Manager - O *
it View Editors Tools Help
; v A
ve Ctrl+5 - w7 || Persons ~
Export > |
Import Import persons...
Contents Management... mpon perons EDATE
Send as e-mail...
Print preview... ord | Department Job title Site
Print...
Presentation print...
sl srd | Department Job title Site
1 ChUsers\Daniel\Desktop\rp_4368.fme
8 2 C:\Users\DanielDesktop\EXAMPLE.fme D-PT Development
3D t1 -
ectmen FV-PO Process Planning
Exit
Kasper Detlef RD-S System develop-
ment
Peach Marcel FV-PO Process Planning
Priebke Claas D-PT Development v
< >
Import persons via LDAP 4
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Click on “File | Import | Import
persons (LDAP)...”



Step 5

Import persons (LDAP) x

Settings  Mapping  Import

LDAF server: ldap server |
m Foot distinguished name: rdn=production rdn=design |
Part: 993 |
[Use TLS This information is available from your company's IT
:I:::mhem'camn dePL‘:;::nt | Enter in the LDAP Server name, RDN,
— eerrasereens | Port, and if necessary also th_e
username and password. This
information can be obtained from your
company IT department. Make sure to
only enter the departments in RDN if
Test connection... ) Click here possible, otherwise the list that displays
Connection was not tested yet. after clicking “Test connection” could be
huge.

Make sure to only select departments in "Root distinguished
name:" that are relevant, otherwise the list that follows
could be huge

Close
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Step 6

Import persons (LDAP) x

Settings  Mapping  Import

LDAF server:

|Idap SErver |
Root distinguished name: |rdn=pmduction,rdn=design |
Port: |999 |
[JUse TLS
Use authentication
|ser: ;
roy smith . . .
o | | If the connection is successful, a list of
[semeeeasences | company usernames will be displayed. This
list will be limited to the commands in the
“‘Root distinguished name:”
I Test connection...

< Connect to server... OK. >

LDAF directory tree: people . ~
roysmithgg A list of company usernames
jamessmithog — . . .
cleenrogers 3 will appear here. (limited to
petercarrey9s "production” & "design"

........... departments} y
Close
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Step 7

Import persens (LDAR)

Settingsl Mapping §import

Asasign LDAP fields to appropriate person attributes. (1) Select an attribute in the list, open contest menu by clicking right
mouse button and select LDAP field from the contest menu or () drag an attribute from the LDAF directory tree onto the
attribute.

Attribute Field Fitter

Title
Department
E-mail

Fax

First name
Jab title
MName
User name
Password
Phone
Site

Use for comparison

< >

LDAP directory tree
Drag a leaf node from the LDAF directory tree containing a LOAP field name onto a person attribute.

®t jamessmithog
Only one is necessary to
=+ petercarreydd

LAP directory tree: people A
oysmitha? Open up an employee username.
G+ eileenrogers 99
e+ danieladams 99

........... complete this process

Close
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- ) APis

Click on “Mapping” and select just one
username from the list and open it up by
clicking on the “+” symbol



Step

Import persons (LDAP)

38

Assign LDAF fields to appropriate person attributes. (1) Select an attibute in the list, open contesd menu by clicking right
mouse button and select LDAP field from the context menu or (2) drag an attribute from the LDAP directory tree onto the

attribute.
Attribute Field Filter Use for comparison
Title
Department
E-mail mail -
Fax
First name givenname -
Job title
Name sn -
|Iser name uid -
assw ol
;;0“5 These will display automatically, once you
&
< have completed the process below >

LDAP directory tree
Drag a leaf node from the LDA

jgectory tree containing a LOAP field name onto a person attribute.

&} roysmithog
cn (Roy Smith)

uid (roysmithag)
SN ISm'rthl

loginshell {bin/.

homedirectory [fhome/smitho9) . .
...... ) define the mapping

Select the fields you want. Click and :

mail (roy.smith@apis.de) woosgn .
givenname (Roy] hold e.g. "uid" and drag it up to

"User name" and release the mouse.

This only has to be done 1 time to

© APIS Informationstechnologien GmbH

Close

] AP S

We recommend that you fill in at least the
username and email, but also the first and last
name. You can of course fill in every row possible,
if the information is available on the LDAP Server.
Simply left click and hold on e.g. “uid (username)”
and drag it up to “User name”. The information to
the left will automatically fill up i.e. “Field, Filter &
Use for comparison”. This is the mapping process
and you are deciding here which information will
be transferred to “Teams and persons”. When you
are done, click on “Import” at the top



Step 9

Import persons (LDAPR)

Settings Mappi

2 matches found.

oY

E-gai First name MName User name

oy.smith@apis.de Roy smith roysmith29d

ames.smith@apis.de lames Smith jamessmithag

ileen.rogers@apis.de Eileen Rogers eileenrogers3g

laniel.adams@apis.de Daniel Adams danieladamsg99
heter.carrey@apis.de Peter Carrey petercarreyd9

LJ tim.simmons@apis.de Tim Simmons timsimmonsg9

[] john.rimmond@apis.de John Rimmaond johnrimmond99

O example.123@apis.de

0o {@apis.de
............ @apis.de . et n . .

[ o @apis.de Click "Find". A list of names will be

I — @apis.de . .

e @apisde displayed. Chose the ones to go into the
............ apis.de
............ is.d H H H H

[ o @apis.de FME file by ticking the boxes.Then click

mn 11
Import'.
< .
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| Find

Select none

Cloze

To bring up the list click “Find”.
The list will show up with the
information of the rows you
selected in “Mapping”. We
selected: Emaill, first name, last
name, username. Then chose
the persons you want to be
transferred to “Teams and
persons” and then click “Import”.
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Step 10

1Q-RM PRO
'@' Load the items to the server?
- (5 items will be added and [ items will be updated)

No
Step 11

Here you will see your newly imported
list in “Teams and persons”
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This dialog will display, informing you how many
usernames will be added. If this is not your first
time importing data from the LDAP server, you
may update user’s information as well.

E 1Q-RM PRO - APIS Informationstechnelogien GmbH [10000-50] - Data Manager

File Edit View Editors Tools

Help

- ) APis

B & G d#h ifrve- 7 X @ [F 4| E| o |[Pesons

C 2 S

First name

R —
Drag a colimn here to group by this column

E-mail

User name

Teams and persons

C\Users\Daniel\Desktop\EXAMPLE fme

MName First name E-mail User name Create
persons ID
Smith Ro roy.smith@apis. .
¥ da roysmith99 1 v
Smith James James. . thag
smith{@apis.de jamessmi O v
Rogers Eileen eileen. .
rogers@apis de eileenrogers99 1 v
Adams Daniel daniel. danieladams99 0 v
adams(@apis.de
Carrey Peter peter. etercarreyd9
carrey@apis.de P v 0 v
Bonewski Hans O
Hehra Claudia O
Kasper Detlef O
Paarh Marral M
| |\ .\Desktop\EXAMPLE fme |14 items Supenvisor |88 Read/write |%} [100% |>English

&



Step 12

chnologien GmbH [10000-50] - Data Manager - O x
H

File Edit View Edifgrs Tools

E | E | ﬁ ocument settings... s ||F'BI'SDHS >
. Worketot oo rabiiaas »
g 7/ K —
== Update template... ™
Tﬂaﬂﬁw —
Drag a colur Access rights...
@ Name MLX > me Create | LDAP-
persons D
Select document language... . o
@ - *  Update your template file by clicking
c E on “Tools | Update template”. If you
Mame reate a new document language... hhe Create | LDAP- . |
Delete document language... persons D Cr_eate a ne\N_ FME file in the TUture on
° Smith LT T 19 - v this workstation (or network, if you
Spell check.. have a network license), these
Smith Parameters for classification calculation... ith33 o v usernames WI” aUtomatica"y be part
i ilsen. of the FME file.
Rogers Fileen ?;;:rr;@apis_de eileenrogers99 O v
Adams Daniel daniel. danieladams99
adams@apis.de O v
C = peter. t 99
@ arrey eter Carrey@apis.de petercarrey m v
Bonewski Hans O
Hehre Claudia O
Kasper Detlef O
Paarh Marral [l 4
Applies the current configuration to the template file 4

© APIS Informationstechnologien GmbH



Step 13

[Q-RM PRO - Template components

Select the components to be written
in the template file

[ ] Document settings

[ ] Header labels

[ ] Headerfooter contents

[] Prirt jobs

[ Column labels

[] Rules for classification assignment
[] User-defined views

[] Fitter
[] Risk matrices
[] Symbol palettes

el | Iser-defined attribge

|:| Machines/inspection equipment
[] Symbolic deadines

[ ] MetesAunction categories

[] Statistical Analysiz Schemes
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Mone

' ) API1S

Select the box “Teams and persons” and then click

on “OK”
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Step 14

& 10-RM PRO - APIS Informationstechnologien GmbH [10000-50] - Data Manager

Export
Import

Contents Management...

Send as e-mail...

it View Editors

Help

Ctrl+5

%,1, | E| [ ||F'ersuns

» | Save & then close the

Print preview... User name Create | LDAP-
. persons D
Print... Ctrl+P
and persons
Presentation print... »sktop\EXAMPLE fme
Web Publisher... User name Create | LDAP-
e 1C:A\Users\Daniel\Desktop\EXAMPLE fme persons | D
th@apis. -
Exit @ap roysmith39 O v
Smith James james. ; ith9g
smith@apis_de jamessmi O v
Rogers Eileen eileen. )
% rogers@apis de eileenrogers39 O v
. Adams Daniel daniel. danieladams99 O v
adams@apis.de
Carrey Peter peter. etercarrey99
@ carrey@apis.de e v = v
Bonewski Hans O
Hehre Claudia O
Kasper Detlef ] O
Paarh Marral [l

Save changes to current document
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Save the changes you have made by
clicking on “File | Save”. Then close
both the Data Manager and the 1Q
Software as well, to see if your changes
have been made.
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(O Eileen . Rogers
O James, Smith

[

|
(O Daniel, Adams
O Peter, Carrey

When opening this FME file, a
password will always be required.

® Roy, Smith . .
Osuenisr This will be accessed through the
LDAP server. A connection to the
LDAP server must exist.
1Q-RM PRO - C:\Users\DanielDesktop\EXAMPLE. fme *

Enter password for user "Roy” (roysmith59)

Show
Teams

(®) Persons
Symbaolic names

| Ok || Back

Mast recently selected persons

Administration...

Login Cancel Help
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Reopen the IQ Software and open the same FME
file. This dialog should appear before any changes
can be made to the file. Simply inform the users of
the FME file that they must now login using their
company password.

There you go! More power to the administrator!
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